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About Sirius Technology

People are the key to your business success. Our expert 
team can help with that.

Our vision statement of ‘Supporting People Success  
Every Step of The Way’ is not something that idly sits on 
our walls.

Since we first began in 2003, we’ve stood by this 
statement putting our clients and candidates needs first 
- always.

Hiring the industry’s brightest talent, those who can 
not only help you deliver on your business goals but 
positively add to your company culture is difficult at  
the best of times. 

In a highly competitive market it is incredibly 
time-consuming and draining on company resources, 
putting organisations on the back foot at the most 
challenging times.

“As Australia’s reputation as a burgeoning tech hub 
continues to grow in the global market, demand for highly 
qualified technology specialists has skyrocketed whilst 
the number of technology candidates hasn’t significantly 
increased.” 
 
Consultant - Cyber Security

Supporting 
People Success 
Every Step Of 
The Way
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Cyber Security

The Australian Cyber Security industry is on track 
to triple in size over the coming years, driven by 
an explosion of malicious threats and breaches over the 
last 12 months, partly enabled by the proliferation of 
internet-connected devices.

The pandemic saw organisations hastily implement 
remote working technologies and policies, with 
mandated social distancing the top priority with Cyber 
Security little more than an afterthought.  
Digital transformation became a core business focus 
leaving many businesses susceptible.

THE AUSTRALIAN CYBER  
SECURITY SECTOR FALLS  

VICTIM TO THE TECHNOLOGY 
TALENT CRISIS

A raft of recent, highly publicised cyber attacks have 
served as a sobering reminder of the growing importance 
of Cyber Security for many organisations. 

Business leaders are now increasingly focused on the 
decision making around Cyber Security products and 
services and want to understand and mitigate their 
organisations’ cyber risks in 2022. 

In this report, we’ll highlight the trends shaping 
Australia’s Cyber Security industry throughout  2022 
and share with you our predictions for the year ahead.



Privacy
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Top 5 Trends

In 2021 an increasing number of companies across a broad range of industries experienced additional Cyber Secu-
rity incidents up to 40% according to KPMG, mainly from phishing and malware attacks. This challenge has caused 
security to become the top technology investment priority for many businesses. The following pages explore the 
trends shaping the industry for 2022.

One of the biggest updates to Cyber Security in recent 
times is the Security Legislation Amendment (Critical 
Infrastructure) Bill 2020 which intends to expand the 
Security of Critical Infrastructure (SOCI) Act from 2018, 
currently under review in Federal Parliament. 

This year we can expect greater clarity about what 
would trigger liability for company directors and 
what would make the government intervene in an 
organisation’s cyber incident. Most of the amendments 
relate to critical infrastructure asset classes such as;  
broadcasting, domain name systems, data storage or 
processing, banking, superannuation, insurance, financial 

AI & Machine Learning continue to penetrate almost 
every area of technology. Within Cyber Security, 
Machine Learning is an innovation that has made 
creating robust Cyber Security protocols easier, less 
expensive, and more effective than ever before. 

Artificial Intelligence is also demonstrating the potential 
to anticipate and respond to attacks, because it can 
leverage an extensive database to create patterns and 
use algorithms to regulate them. Machine Learning is 
helping Cyber Security teams to spot risks by learning 
the behaviours of cyber criminals to prevent future 
attacks. It can also cut down on the time it takes Cyber 
Security Specialists to do their daily tasks, making 
professionals with a working knowledge of these 
technologies a hot commodity.

With such high 
demand for Cyber 

Security Engineers, even 
people with less than 1 years 

experience are asking for 
top level salaries. 

Artificial Intelligence (AI) Enabled Security

market infrastructure, food and grocery  to name a few. 
A typical example might be a data breach at a financial 
institution or compromised system functionality of an 
energy provider.

For many industry sectors that haven’t had Cyber 
Security regulation to this extent, this is quite new, 
forcing many businesses to rethink their approach to 
Cyber Security. This is likely to result in the continued 
prioritisation of Cyber Security and the need for 
more skilled professionals in 2022 and beyond as 
organisations invest where necessary to meet regulatory 
requirements.

Consultant -  
Technology
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Top 5 Trends

Stricter privacy regulations have prompted enterprises across the country to implement advanced data loss 
prevention tools. Demand for advanced endpoint threat protection, detection and response solutions to protect 
employees who continue to work from home has increased and will continue to do so. 
 
Legacy technology and the migration to cloud technology services have increased technical complexity.  
As such, the need for Cyber Security Professionals with expertise across a broad set of modern technologies has 
sky-rocketed. Demand is expected to remain high throughout 2022. 

Remote work and cloud adoption has led to an explosion of identities according to research from Identity 
Defined Security Alliance (IDSA), which found that 83% of companies saw an increase in the number of identities 
accessing system resources and sensitive cloud data in the past year. This brings added complexity to the work 
of Cyber Security teams, particularly when it comes securing them all in increasingly complex environments. 
As technology becomes a deeper part of every organisation’s most critical processes, we predict that the use of 
Digital Signatures will increase - and will require a stronger level of trust and identity.

This is likely to require more workflows associated with Digital Signatures, in industries like financial services, 
real estate, healthcare and education. Digital Signatures are helpful for organisations with hybrid work, to 
onboard or support remote employees. Interestingly, a recent survey of Cyber Security professionals highlighted 
that the skills shortage has led to new security jobs remaining open for weeks or months (this may be one reason 
why 29% of organisations must hire and train junior employees rather than experienced candidates according to 
research by ESG Global). 

Data Loss & Prevention

Incident Response & Forensic Analysis

The mass adoption of IoT devices has increased the demand for digital forensics solutions and services. 
According to Ericsson’s Mobility Report and the Internet of Things Forecast, there will be 18 billion IoT 
devices by the end of  2022. In Australia, the report highlighted that a significant number of companies plan to 
upscale their Cyber Security capabilities over the next 12 months, with 51% of respondents confirming their 
organisation is planning to use automated threat hunting over the coming year, with 44% implementing risk 
assessments. 

This increased demand to upscale security, in addition to the challenges associated with ensuring the security of 
remote working staff is leading to increased workload for Cyber Security Professionals with 38% of respondents 
in a recent survey saying that these factors and strain associated with the skills shortage has led to employee 
burnout and employee attrition. 

Identity & Access Management
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The Most Sought-After 
Cyber Security Skills for 2022
With demand at an all time high, many organisations are considering Cyber Security professionals from broader IT 
backgrounds. That said, Cyber Security Professionals need more than a single certification or even experience with a 
few key tools. Increasingly, they need the right combination of multiple security skills alongside technology, business, 
and interpersonal skills.

Cyber Security Professionals who are well versed 
on governance and strategy, can demonstrate both 
technical acumen and Cyber Security experience are 
in short supply. This combination can help businesses 
better identify which threats pose the greatest risks 
and can effectively allocate limited resources to 
deliver the best protection.

Risk Identification 

Organisations are also looking for people with 
overall technical skills. Programming skills, System 
Administration skills, and Network skills are all 
required and necessary. Without understanding the IT 
components that make up the infrastructure it’s hard 
to understand risk and develop security plans for a 
digital world. 

A recent Cyber Security survey revealed that when 
asked which skills were most helpful in the move from 
IT to Cyber Security, the top responses were;

- IT operations knowledge and skills (61%)
- Analytics skills (53%)
- Hands-on technology knowledge and skills (48%)
- Business skills (as they relate to IT technologies and 
processes) (42%)

Full-Stack Technologists

More and more, organisations are looking beyond 
DevOps to DevSecOps, seeking to add security 
considerations into the application design and 
development phase to ensure more secure apps 
especially within cloud-computing. To achieve this 
requires the right security talent with experience not 
only with development but a knowledge of  operations 
too.

Businesses are starting to realise that where security 
risk really sits is in the application itself. Having 
software developed with security integrated right 
from the start is the best way to mitigate risk. 

It’s no surprise then that Burning Glass lists 
application development security as one of the 
fastest-growing skills, with expected demand to 
increase significantly in the coming years.

DevSecOps

The rapid and wide-scale adoption of cloud 
technology, and especially multi-cloud strategies, has 
increased the demand for security workers who are 
experienced in cloud deployments and can marry that 
with the enterprise security strategy.

Cyber Security Professionals with expertise on one 
or more of the public cloud platforms (AWS, Azure, 
Google) as well as private cloud architecture are in 
short supply and demand for these skills is likely to 
increase throughout 2022.

Cloud
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HIRING DEMAND
Very High This talent is very hard to hire 

Cybersecurity 42%

Information Technology 21%

Network Security 38%

Information Security 33%

Risk Management 18%

Cloud Computing 18%

Application Security 17%

Security Info & Event Mngt. (SIEM) 16%

ITIL 18%

5,996

2,970

5,421

4,660

2,586

2,500

2,396

2,268

2,504

Most Common Cyber Security Skills
Skills Professionals % of Total

Firewalls 15%2,170

2.6K +
Open to New Opportunities

1.1k +
Open to Contract Work

Cyber Security Market In 
Numbers

14,238 2,846

Cyber Security
Professionals

Changed Jobs 83% Male
17% Female

Greater Melbourne Area

Greater Sydney Area

Greater Brisbane Area

Australia

Greater Perth Area

Greater Adelaide Area

4,167

3,627

1,343

1,066

628

Cyber Security Professionals by Area

Canberra

948

Hiring Demand

Very High

Very High

Very High

Very High

Very High

Very HighSource: LinkedIn Insights
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Hiring Predictions For 2022

The Value Of Recruitment Partnerships

2022 will prove to be the most challenging year yet with regards to the 
ongoing talent shortage for Cyber Security, with demand continuing to 
outpace supply. 

In Australia, the accelerated adoption of hybrid cloud and digital 
transformation initiatives will widen the gap, impacting not only businesses 
and enterprises but solution vendors, partners and service providers.  
We expect to see salary spikes across all levels of IT Security Professionals of 

up to 30%.

In a recent Cyber Security survey, the highest percent-
age (38%) say that they found their job by networking 
with industry contacts while 24% were contacted by an 
industry recruiter and 22% responded to a job posting at 
their company.

 We are seeing more and more candidates wanting 
to do contract work rather than take permanent positions 
due to an increase in lucrative day rates. This had lead to 
many candidates with little experince seeking a lot more 
money.

Promisingly, the education system has begun to mobilise, 
with a large number of universities and TAFE colleges 
launching new Cyber Security degrees and courses. Al-
though this will not be of benefit in the short-mid term.

Much of the onus will be on employers to offer stronger 
training pathways to accelerate the transition of work-
ers from outside the sector into Cyber Security roles. 

Greater Education & Training

Consultant - Technology

Resources such as SANS Secure Australia 2022 or Trend 
Micro’s Certification Program in IT Security (CPITS) 
can not only upskill existing staff interested in Cyber 
Security but are a great employee-centric investment 
that helps retain staff and presents an  

attractive proposition for new hires.

Senior Cyber Security Professionals are more likely to 
find their jobs through industry contacts and recruiters 
while those with less experience are more likely to use 
job postings.
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4 Tips for Leadership & HR

Whilst this might sound obvious, paying at least market 
rates is a safe option. With IT skills in short supply across 
the board, competition has increased over the past 12 
months. In some segments of the industry, salaries have 
risen by as much as 30 per cent. These are substantial 
increases, causing issues for many employers.

Employers that are unwilling or unable to keep pace with 
increasing salaries and rates may swiftly find themselves 
out of the race for the best Cyber Security talent in 
2022. 

     Match The Market Rate Where Appropriate

Offering more flexible working arrangements or 
completely remote working options should be a 
strategy you give strong consideration to. Modern work 
arrangements have changed - possibly forever. 

The last 12 months has demonstrated that this can 
work for employers and employees alike, provided 
both parties are clear on expectations and appropriate 
support is provided.

Flexible Working

However, that doesn’t mean paying over the odds for less 
qualified candidates. Ensuring you leverage tools such 
as skills testing and hire on value and potential rather 
than just past experience.  Partnering with a recruiter 
can provide you with valuable market insight and salary 
advice, helping you to better navigate the skills shortage.

Job satisfaction will play an increasingly important 
role in the retention of key talent. Nearly two-thirds 
(32%) of Cyber Security respondents in a recent survey 
claim their biggest frustration is finding out about 
IT/initiatives/projects that were started by other teams 
(within the organisation) with no security oversight. 

Security Professionals want to be engaged in projects 
from the start so they can “bake in” rather than “bolt 
on” security. 

Inclusive Decision Making

Similarly, a key driver for Cyber Security Professionals 
exploring alternative opportunities is the stress asso-
ciated with working with disinterested business lead-
ers - nearly one-third (31%) sighted this as a reason for 
leaving. 

     Prioritise Security at The Top Level
Cyber Security Professionals want to be involved in 
projects from the start and want to see Cyber Security 
commitment from business and IT associates. When 
these conditions are absent, organisations will likely face 
high employee burnout and staff attrition.
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5 Tips for Job Seekers

There’s many reasons to consider new job opportunities but a 
salary increase is only one of them. Whilst it’s true you can’t enjoy 
much of anything without it, money isn’t everything. Think about 
how your values align with the business and their future plans. 
Having a shared vision can make your working life all the more 
rewarding.

Whilst the current market is short on talent and salaries are 
expected to remain inflated throughout 2022, employers are not 
naively just paying more. 

Increasingly we are seeing employers expecting more in terms of 
skills (technical and soft) and responsibility from their new hires to 
justify the inflated salaries. 

To help you navigate these tumultuous times we’ve included a short 
checklist of things to consider before accepting a new job offer.

Have a ‘Vision’ & a ‘Why’

Feeling stifled is no fun, knowing that you’ll meet new challenges 
and learn new skills, or that you have the possibility of growing 
into another, more responsible position at the same company is 
important. 

Before considering a new opportunity elsewhere, it’s worth 
understanding the potential for career growth with your current 
employer. Ask yourself; 

• Is there additional Security Training or Certifications 
available?

Is There Room for Growth?
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Everyone has their own idea of a good time, and that’s as true professionally as it is personally. That said, think about 
what type of environment brings out the best in you and enables you to thrive. Company culture is really important, 
pay close attention to the physical space, noise level, demeanor and behaviour of the staff, etc. 

Some companies have managed to maintain a good company culture better than others where remote working is 
concerned. Make sure you understand what support and well-being or mental health services are available to you if 
you’ll be working remotely. 

• Do you see yourself working well there, and feeling comfortable?
• Think about how it compares to your current office or remote working environment.

Is The Company Culture a Good Match?

Ideally, you’re leaving your current role to move to a situation in which you’ll gain experience, knowledge, skills, 
and a positive brand association that will help you in your career long after you’ve left your next job. If you’re not 
convinced of this perhaps you’re better off discussing your needs and ambitions with your current employer. 

Exploring all the available options with your employer first, may result in a win-win situation for both of you.  
Besides, there’s a reason you’re employed with your current company after all.

Are You Improving Your Opportunities?

The Cyber Security market will only continue to grow,creating great opportunities for technology professionals. 
For those that are new to the Cyber Security space or entering it from other fields of technology getting certified 
is a prerequisite. The certified information systems security professional (CISSP) stands out—it’s the most 
popular certification and the one that’s most important for getting a Cyber Security job.  
 
Other certifications may be important tactically but should be viewed as vehicles for career advancement (in 
some cases) or to help Cyber Security professionals gain general knowledge in a Cyber Security sub-discipline 
(for example, certified ethical hacker). That said, hands-on training, mentoring, and professional networking as 
primary means for skills development are also recommended.

Get Certified

5 Tips for Job Seekers
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We Can Help.

Over 42,000 candidates 
placed since 2003

Companies are taking a much more proactive approach 
to Cyber Security. Increases in attacks, remote working 
and unprecedented investment in transformational 
technology projects have put increased demand on 
organisations to step-up their Cyber Security efforts.

As a result, we predict there will be a high 
demand for Cyber Security Professionals  throughout 
2022. For companies to meet their goals and maintain 
a stable technology environment it is crucial for 
organisations to change the way they recruit Cyber 
Security Professionals as increased scarcity of talent will 
continue for the foreseeable future. 

Partnering with a skilled recruitment team who can 
provide you with honest and objective advice about; 
realistic salary expectations, time frames to hire, market 
demand and where the best talent will come from and 
how to best position your organisation to attract and 
engage the right talent can fast track your success.

Conclusion
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